
 

Lab#2: IP Addressing and Subnetting 

IP Addressing 

Each Network Interface Card (NIC or Network card) present in a 

PC is assigned one Network address called as IP address. This IP 

address is assigned by the administrator of the network. No two PCs 

can have the same IP address.  

There is a burned-in address on the NIC called as Physical 

Address [or MAC]. The MAC address of a network card indicates 

the vendor of that card and a unique serial number. 

 

Roles of IPv4 Addressing 

Format of IP address 

IPv4 is made up of four parts, in the pattern as w.x.y.z. Each part 

has 8 binary bits and the values in decimal can range from 0 to 255. 

For example: 31.223.182.162 

IP address classes 

IP addresses are divided into different classes. These classes 

determine the maximum number of hosts per network ID. Only three 

classes are actually used for network connectivity. The following 

table lists all of the address class. 

IP address class Value of the leftmost byte (part w) 

Class A 1-126 [0 and 127 are not allowed] 

Class B 128-191 

Class C 192-223 

 

 

 

Grouping of IP addresses into different classes: A, B, C, D, and E. 

Class A: first bit in part w is 0 and others can be anything 
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0000 0001: 1 

0111 1110: 126 

First 8 bits are used for network part and the remaining for host 

part. 

Class B: First two bits in w are 10, and others can be anything 

1000 0000: 128 

1011 1111: 191 

First 16 bits are used for network part and the remaining for 

host part 

Class C: first three bits in w are 110, and others can be anything 

1100 0000: 128 

1101 1111: 223 

First 24 bits are used for network part and last 8 bits for host 

part. 

Class D: first four bits in w are 1110, and others can be anything; 

used for multicast. 

1110 0000: 224 

1110 1111: 239 

Class E: future use or experimental purposes. 

 

 

Default Subnet mask 

It is used to identify the network part from the host part. Put 

binary one for the parts that represent network part and zero 

for the part that represent host part. 



 

3 

 

Lab#2: IP Addressing and Subnetting 

Address Class Bits for Subnet Mask Subnet Mask 

Class A 11111111 00000000 00000000 00000000 255.0.0.0 

Class B 11111111 11111111 00000000 00000000 255.255.0.0 

Class C 11111111 11111111 11111111 00000000 255.255.255.0 

 

 

Invalid IP address. 

a) If the network part is all 0s, the address belongs to class 

A. But this is an invalid ip address because for an ip 

address all the network or host part should not be all 1s 

or all 0s. 

b) If the network part is all 1s, this address belongs to class 

E. But due to presence of all 1s, it is not valid. This 

represent broadcast to all networks. 

c) If the host part is all 0s, this represents network address. 

This is not a valid ip address. 
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d) If the host part is all 1s, this represents broadcast address. 

This is not a valid ip address. 

e) 127.0.0.0 network address is used for loop-back testing. 

This will help you to check the network card of your own 

PC [localhost]. 

f) The validity of the IP address is also based on the subnet 

mask used provided. 

 

Summary: 

Network address of all 0s Interpreted to mean “this network or segment.” 

Network address of all 1s Interpreted to mean “all networks.” 

Network 127.0.0.1 Reserved for loopback tests [localhost] 

Node address of all 0s Interpreted to mean “network address” 

Node address of all 1s “all nodes” on the specified network 

Entire IP address set to all 0s Default route. 

Entire IP address set to all 1s Broadcast to all nodes on the current network 

 

 Unicast: one device calls another. 

 Multicast: one device calls a group of the network. 

 Broadcast: one device calls the entire network. 
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Subnetting 

Subnetting is the practice of dividing a network into two or 

more networks. 

Subnet mask 

Subnet mask is a 32-bit value that allows the receptionist of IP 

packet to distinguish network ID portion in the IP address form the 

host ID portion. 

Class A, B, and C networks have default masks, also known 

as natural masks, as shown here: 

Class A: 255.0.0.0 

Class B: 255.255.0.0 

Class C: 255.255.255.0 

An IP address on a Class A network that has not been 

subnetted would have an address/mask pair similar to: 8.20.15.1 

255.0.0.0. To see how the mask helps you identify the network and 

node parts of the address, convert the address and mask to binary 

numbers. 

8.20.15.1 = 00001000.00010100.00001111.00000001 

255.0.0.0 = 11111111.00000000.00000000.00000000 

Once you have the address and the mask represented in binary, 

then identifying the network and host ID is easier. Any address bits 

which have corresponding mask bits set to 1 represent the network 

ID. Any address bits that have corresponding mask bits set to 0 

represent the node ID. 

8.20.15.1 = 00001000.00010100.00001111.00000001 

255.0.0.0 = 11111111.00000000.00000000.00000000 

            ----------------------------------- 

             net id |      host id              

 

netid =  00001000 = 8 

hostid = 00010100.00001111.00000001 = 20.15.1 
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Classless InterDomain Routing (CIDR) 

A notation that indicates how many 1's are set in the subnet 

mask. For example, IP address 192.168.1.1 with subnet mask 

255.255.255.0 can be written as 192.168.1.1/24. 

Remember: 
255 . 255 . 255 . 0 = 1111 1111 . 1111 1111 . 1111 1111 . 0000 0000 

# of 1’s equals 24, so the CIDR of this subnet mask is 24 

Another example: 

For subnet mask  

255 . 255 . 255 . 224 = 1111 1111 . 1111 1111 . 1111 1111 . 1110 0000 

It can be written as /27, since # of 1’s in it is 27. 

How to create Subnets? 

Before you start, you have to answer these questions: 

 How Many Subnets? 

(2x) x: number of masked bits. 
 

 How Many Hosts per Subnet? 

(2y - 2) y: number of remaining bits in host side or unmasked bits. 
Why -2??? 
 

 What Are The Valid Subnets? 

Block size = 2y 
 

As mentioned above, subnetting allows you to create multiple 

logical networks that exist within a single Class A, B, or C network.

 If you do not subnet, you are only able to use one network from 

your Class A, B, or C network, which is unrealistic. 
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Each data link on a network must have a unique network ID, 

with every node on that link being a member of the same network. 

If you break a major network (Class A, B, or C) into smaller 

subnetworks, it allows you to create a network of interconnecting 

subnetworks. Each data link on this network would then have a 

unique network/subnetwork ID. 

In order to subnet a network, extend the natural mask using 

some of the bits from the host ID portion of the address to create a 

subnetwork ID. For example, given a Class C network of 204.17.5.0 

which has a natural mask of 255.255.255.0, you can create subnets 

in this manner: 

204.17.5.0 -      11001100.00010001.00000101.00000000 

255.255.255.224 - 11111111.11111111.11111111.11100000 

                  --------------------------|sub|---- 

By extending the mask to be 255.255.255.224, you have taken 

three bits (indicated by "sub") from the original host portion of the 

address and used them to make subnets. With these three bits, it is 

possible to create eight subnets. With the remaining five host ID 

bits, each subnet can have up to 32 host addresses, 30 of which can 

actually be assigned to a device since host ids of all zero’s or all 

one’s are not allowed. 

So, with this in mind, these subnets have been created: 

Network ID First Valid Host  Last Valid Host Broadcast ID 

204.17.5.0 204.17.5.1 204.17.5.30 204.17.5.31 

204.17.5.32 204.17.5.33 204.17.5.62 204.17.5.63 

204.17.5.64 204.17.5.65 204.17.5.94 204.17.5.95 

204.17.5.96 204.17.5.97 204.17.5.126 204.17.5.127 

204.17.5.128 204.17.5.129 204.17.5.158 204.17.5.159 

204.17.5.160 204.17.5.161 204.17.5.190 204.17.5.191 

204.17.5.192 204.17.5.193 204.17.5.222 204.17.5.223 

204.17.5.224 204.17.5.225 204.17.5.254 204.17.5.255 
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Remember: 
It is forbidden to go even close to original network address!! 

You are allowed to use HOST bits only...  

Example: 
192.168.10.15/26 

This IP belongs to class C, [24 bits for network and 8 for host] 
So masked bits = 26 – 24 = 2. 
Subnets = 22 = 4. 
Host bits = 8 - 2 = 6 

Another way: 32 – 26 = 6. 
Block size = 26 = 64. 
Hosts per block = 64 – 2 = 62 
 
Subnets: 
0, 64, 128, 192 
 

Network ID First Valid Host  Last Valid Host Broadcast ID 

192.168.10.0 192.168.10.1 192.168.10.62 192.168.10.63 

192.168.10.64 192.168.10.65 192.168.10.126 192.168.10.127 

192.168.10.128 192.168.10.129 192.168.10.190 192.168.10.191 

192.168.10.192 192.168.10.193 192.168.10.254 192.168.10.255 

 

Another example: 
172.16.10.15/20 

This IP belongs to class B, [16 bits for network and 16 for host] 
So masked bits = 20 – 16 = 4. 
Subnets = 24 = 16. 
Host bits = 16 - 4 = 12 

Another way: 32 – 20 = 12. 
Block size = 212 = 4096. (16 . 0) 
Hosts per block = 4096 – 2 = 4094 
 
Subnets: 
0.0, 16.0, 32.0, 48.0, 64.0, 80.0, 96.0, 112.0, 128.0, 144.0, 160.0, 176.0, 192.0, 
208.0, 224.0, 240.0 
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Network ID First Valid Host  Last Valid Host Broadcast ID 

172.16.0.0 172.16.0.1 172.16.15.254 172.16.15.255 

172.16.16.0 172.16.16.1 172.16.31.254 172.16.31.255 

172.16.32.0 172.16.32.1 172.16.47.254 172.16.47.255 

172.16.48.0 172.16.48.1 172.16.63.254 172.16.63.255 

…    

…    

Complete it 
yourself... :P 

   

 



 

10 

 

Lab#2: IP Addressing and Subnetting 

Exercises: 

Part 1 

1) Determine the correct class of the following IP addresses: 

Address Class? 

191.107.2.10  

172.16.16.15  

200.200.5.2  

3.3.57.0  

131.107.2.89  

 

2) Which address class (es) will allow you to have more than 

1000 hosts per network? 

3) Which address class (es) will allow only 254 hosts per 

network? 

Part 2 

Circle the portion of the IP address that would be invalid if it were 

assigned to a host, and then explain why it is invalid: 

 131.107.256.80 

 222.222.255.222 

 0.127.4.100 

 190.7.2.0 

 127.1.1.1 

 198.121.254.255 

 255.255.255.255 

Part 3 

Determine the Network ID, First Valid Host, Last Valid Host, and 

Broadcast ID of the following network address/mask pairs: 

 192.168.1.134/27 

 160.150.140.130/18 


