
 

 

Lab 9: ACL 

ACL (Access Control List) introduction 

Network security is a huge subject, and much of it is far beyond the scope 

of this course. However, one of the most important skills a network 

administrator needs is mastery of access control lists (ACLs).  

 

Administrators use ACLs to stop traffic or permit only specified traffic 

while stopping all other traffic on their networks. This lab includes an 

opportunity to develop your mastery of ACLs. 

 

Network designers use firewalls to protect networks from unauthorized 

use. Firewalls are hardware or software solutions that enforce network 

security policies.  

 

Consider a lock on a door to a room inside a building. The lock only allows 

authorized users with a key or access card to pass through the door. 

Similarly, a firewall filters unauthorized or potentially dangerous packets 

from entering the network. On a Cisco router, you can configure a simple 

firewall that provides basic traffic filtering capabilities using ACLs.  

 

An ACL is a sequential list of permit or deny statements that apply to addresses 

or upper-layer protocols. ACLs provide a powerful way to control traffic into 

and out of your network. You can configure ACLs for all routed network 

protocols.  

 

The most important reason to configure ACLs is to provide security for 

your network. This lab explains how to use standard and extended ACLs 

as part of a security solution and teaches you how to configure them on a 

Cisco router. 

 

As a Layer 3 device, a packet-filtering router uses rules to determine 

whether to permit or deny traffic based on source and destination IP 

addresses, source port and destination port, and the protocol of the packet. 

These rules are defined using access control lists or ACLs.  
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Recall that an ACL is a sequential list of permit or deny statements that 

apply to IP addresses or upper-layer protocols. The ACL can extract the 

following information from the packet header, test it against its rules, and 

make "allow" or "deny" decisions based on: 

 

 Source IP address 

 Destination IP address 

 ICMP message type 

Note: The Internet Control Message Protocol (ICMP) used by network devices, 

like routers, to send error messages indicating, for example, that a requested 

service is not available or that a host or router could not be reached. 

 

The ACL can also extract upper layer information and test it against its 

rules. Upper layer information includes: 

 

 TCP/UDP source port 

 TCP/UDP destination port 

 

 

 

How ACLs Work 

ACLs define the set of rules that give added control for packets that enter 

inbound interfaces, packets that relay through the router, and packets that 

exit outbound interfaces of the router.  

 

Note: ACLs do not act on packets that originate from the router itself.  

 

ACLs are configured either to apply to inbound traffic or to apply to 

outbound traffic. 

 

Inbound ACLs 

Incoming packets are processed before they are routed to the outbound interface. 

An inbound ACL is efficient because it saves the overhead of routing lookups if 

the packet is discarded. If the packet is permitted by the tests, it is then processed 

for routing.  
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Outbound ACLs 

Incoming packets are routed to the outbound interface, and then they are 

processed through the outbound ACL. 

 

 

ACL statements operate in sequential order. They evaluate packets against 

the ACL, from the top down, one statement at a time.  

 

Very important: A final implied statement covers all packets for which 

conditions did not test true. This final statement is often referred to as the 

"implicit deny any statement" or the "deny all traffic" statement. Because 

of this statement, an ACL should have at least one permit statement in it; 

otherwise, the ACL blocks all traffic. 

 

Types of Cisco ACLs. 

Standard ACLs 

 

Standard ACLs allow you to permit or deny traffic from source IP addresses. 

The destination of the packet and the ports involved do not matter.  

 

Extended ACLs 

 

Extended ACLs filter IP packets based on several attributes, for example, 

protocol type, source IP address, destination IP address, source TCP or UDP 

ports, destination TCP or UDP ports, and optional protocol type information for 

finer granularity of control.  

 

You assign a number based on which protocol you want filtered: 

 (1 to 99) and (1300 to 1999): Standard IP ACL 

 (100 to 199) and (2000 to 2699): Extended IP ACL 
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Wild card calculation  

 

0: match typically 
1: ignore!  
 

To configure some access list on interface you have to go to this interface 

and use this command 
 
Router(config-if)#ip access-group {access-list-number}  {in | out} 
 

Practical part 

Drag a router and use (?) to explore what you can implement in ACLs! 

Start with access-list in global configuration mode. 
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Part 1: For the following network, implement an access-list that 

deny all packets from network 2 (192.168.1.64/26), except 

packets from host PC2 (192.168.1.66) – This access-list will be 

applied on the appropriate routers interfaces to filter the traffic 

going to Network 10. 

 

Solution: 

Access-list has to be implemented on router 3, and applied on 

interface with IP: 192.168.1.225 (close to destination network): 

1. Access-list implementation: 

Router(config)#access-list 1 permit host 192.168.1.66 

Router(config)#access-list 1 deny 192.168.1.64 0.0.0.63 

Router(config)#access-list 1 permit any 

2. Applying it on the interface: 

Router(config)#int fa0/0 

Router(config-if)#ip access-group 1 out 
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Part 2: For the following network, implement an access-list that 

permit packets from host PC4 (192.168.1.130), host PC0 

(192.168.1.162) and network 10 (192.168.1.224/30), and deny 

everything else. – This access-list will be applied on the 

appropriate routers interfaces to filter the traffic going to 

Network 5. 

 

Solution: 

Access-list has to be implemented on router 2, and applied on 

interface with IP: 192.168.1.193 (close to destination network): 

1. Access-list implementation: 

Router(config)#access-list 2 permit host 192.168.1.130 

Router(config)#access-list 2 permit host 192.168.1.162 

Router(config)#access-list 2 permit 192.168.1.224 0.0.0.3 

Note that there is an implicit “deny any” at the end of each access-list. 

2. Applying it on the interface: 

Router(config)#int fa0/1 

Router(config-if)#ip access-group 2 out 

    


