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Lab10: NATing 

Introduction 

 
 

These are reserved private Internet addresses drawn from the three blocks 

shown in the figure. These addresses are for private, internal network use 

only. Packets containing these addresses are not routed over the Internet, 

and are referred to as non-routable addresses. 

 

Unlike public IP addresses, private IP addresses are a reserved block of 

numbers that can be used by anyone. That means two networks, or two 

million networks, can each use the same private addresses. To prevent 

addressing conflicts, routers must never route private IP addresses.  

 

Network Address Translation (NAT) provides the mechanism to translate 

private addresses to public addresses.  

 

Before NAT, a host with a private address could not access the Internet. 

Using NAT, individual companies can address some or all of their hosts 

with private addresses and use NAT to provide access to the Internet. 
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Inside local address 

The IP address assigned to a host on the inside network. 

  

Inside global address 

Valid public address that the inside host is given when it exits the NAT 

router.  

 

Outside global address 

Reachable IP address assigned to a host on the Internet. For example, a 

web server.  

 

Outside local address  

The local IP address assigned to a host on the outside network. In most 

situations, this address will be identical to the outside global address of that 

outside device.  

 

What we call "non-routable" addresses are not always unroutable. An 

administrator can configure any router to pass traffic over private subnets. 

However, if they try to pass a packet to the ISP for any private address, the 

ISP drops it. Non-routable means not routable on the Internet. 
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Dynamic Mapping and Static Mapping 

There are two types of NAT translation: dynamic and static.  

 

Dynamic NAT  

Uses a pool of public addresses and assigns them on a first-come, first-

served basis. When a host with a private IP address requests access to the 

Internet, dynamic NAT chooses an IP address from the pool that is not 

already in use by another host.  

 

Static NAT  

Uses a one-to-one mapping of local and global addresses, and these 

mappings remain constant. Static NAT is particularly useful for web servers 

or hosts that must have a consistent address that is accessible from the 

Internet. These internal hosts may be enterprise servers or networking 

devices.  

 

NAT Overload 

NAT overloading (sometimes called Port Address Translation or PAT) 

maps multiple private IP addresses to a single public IP address or a few 

addresses.  

 

With NAT overloading, multiple addresses can be mapped to one or to a 

few addresses because each private address is also tracked by a port 

number. When a client opens a TCP/IP session, the NAT router assigns a 

port number to its source address.  

 

NAT overload ensures that clients use a different TCP port number for each 

client session with a server on the Internet. When a response comes back 

from the server, the source port number, which becomes the destination 

port number on the return trip, determines to which client the router routes 

the packets.  

 

NAT overload uses unique source port numbers on the inside global IP 

address to distinguish between translations.  
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Port numbers are encoded in 16 bits. The total number of internal addresses 

that can be translated to one external address could theoretically be as high 

as 65,536 per IP address. However, realistically, the number of internal 

addresses that can be assigned a single IP address is around 4,000.  

 

What if? 

 

NAT overload attempts to preserve the original source port. However, if 

this source port is already used, NAT overload assigns the first available 

port number. 

  

When there are no more ports available and there is more than one external 

IP address configured, NAT overload moves to the next IP address to try 

to allocate the original source port again. This process continues until it 

runs out of available ports and external IP addresses.  

 

NAT Benefits 

 Conserves the legally registered addressing scheme 

 Increases the flexibility of connections to the public network 

 Provides network security 

 

NAT Drawbacks 

 Performance is degraded 

 End-to-end functionality is degraded 

 End-to-end IP traceability is lost 

 Tunneling is more complicated 
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