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General Information about the Course and the Lab 
 

As this is our first lab, in this section we are going to talk about the objectives of this course 

and what to expect from this lab, and finally, we are going to talk about lab rules. 

 

#1 Course and Lab objective 
 

In this course you will learn about various topics around the computer and network security, 

don’t expect to have a continues curriculum in a security course, as this is an elective course, 

you are expected to have a powerful passion about these topics and to search more about every 

topic you are interested in. 

The course and the lab will talk about different topics, in the course lecture you will learn a 

lot about important topics, these topics will help you understand a lot of complex security 

problems, and will help you think better when you write code, but these topics are hard to 

exploit in your early days as a hacker, but be aware these topics are very important to 

understand, and you won’t write a secure code without understanding them well, but in the 

lab we will talk about easier topics that you will use in your daily life to hack stuff! and to 

secure your code, and you will need to exploit something in every lab! (Nope, we won’t hack 

the university :P). 

 

#2 Lab Rules 
 

1- It is very important to bring your own laptop to the lab, as it will be easier for you to 

complete your lab work at home, and this will also help you in solving your homework. 

2- Copying a lab work, or homework will actually give you nothing, you will gain no marks 

at all (ZERO), it will for sure affect your grade in the final exam of the course, and the 

most important thing is that you won’t understand what is going in this course! 

3- Every lab work must be submitted to the TA at the end of lab day, and lab homework 

must be submitted before the next lab (10% is discounted for every day of latency, for 

a maximum of four days of latency). 

4- You can do anything in the lab as long as you don’t affect other students in the lab or 

the instructor. 

5- About 30% of the lab time will be a quick revision of the course material, the rest of it 

will be for doing lab work and asking questions, so please if you have any question don’t 

hesitate to ask (But search and try before you do :D). 
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Introduction 
 

In this section we are going to talk about random topics to help you through this course, so you 

will need to use this lab as a reference when I mention these topics in the next labs (or even 

better, search on the internet), you will feel that these topics are useless for a hacker as you, 

but without them, the tasks will be harder for you. 

 

#1 Everything is a sequence of bytes! 
 

As easy as it looks, yes, we will talk about that everything in your computer is just a sequence 

of bytes, ordered in a specific way to give a meaning for something. 

At first, we are going about a very basic and important topic, the difference between big-

endian and little-endian, endianness indicates the ordering of bytes within a multi-byte number 

[1], so you need to think about it when you are searching for a multi-byte number, and it 

doesn’t make any sense to mention the endianness when you are talking about the order of 

data itself. 

 
Figure 1: little-endian [1] 

 
Figure 2: Big-endian [1] 

 

File Signatures: 

 

Now talking about that everything is a sequence of bytes in an ordered way, we will talk a look 

at file signatures, file signatures is something usually at the first of the file that indicates the 

type of this file, and this is how programs detect if this file is a valid mp3 file, for example, 

this file signatures could be called magic numbers, you can look at this list of file signatures to 

understand more: https://en.wikipedia.org/wiki/List_of_file_signatures. (this is how “file” 

program detect your file type in Linux) 

Now you can look at any file you want with any hex editor you like (if you are lazy use this site 

https://hexed.it), we will take a zip file as an example, and try to analyze the file using the 

described header format in this wiki page: https://en.wikipedia.org/wiki/Zip_(file_format). 

Note: You won’t find a description for every packet you sniff on, or every file you will try to 

analyze, so you will need to figure it out by yourself! 

https://en.wikipedia.org/wiki/List_of_file_signatures
https://hexed.it/
https://en.wikipedia.org/wiki/Zip_(file_format)
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Networks and Protocols: 

 

As we are not in a Networks course, we will just talk about general information as a revision, 

as in files the network and network protocols are just a sequence of bytes again, ordered in a 

specific way to give them the meaning we want, and in this lab we will talk about the HTTP 

protocol as it is easy to understand, and we can use various tools to decode it. 

https://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol 

The HTTP protocol is a text-based protocol, this means that this protocol sends all its data in a 

formatted text (It is just bytes in order way again, but this these bytes are characters). 

 

Now imagine your awesome childhood, when you played a lot of Counter-Strick 1.6 with your 

friends, this game also has its own protocol to allow users to query about server status, you can 

even look at it at VALVe website: https://developer.valvesoftware.com/wiki/Server_queries. 

We can write a simple python program now to query a Counter-Strick server and read its data 

according to this protocol! 

import socket 

udp = socket.socket(socket.AF_INET, socket.SOCK_DGRAM) 

udp.connect (("127.0.0.1", 27015)) 

udp.send (b'\xff\xff\xff\xffTSource Engine Query') 

packet = udp.recv(1400) 

print (packet) 

  

Now to analyze what we’ve got in the received packet, look at A2S_INFO Response Format. 

 

Programs and Executable Files: 

 

also this is not a compiler course, you should know the difference between compilers, and 

interpreters, so when you do a reverse engineering for something you want to hack or extract 

some data from you will figure out where to start, but for now the most important thing you 

should know is that any executable file is just like a normal file and you can always decode it 

and read the content of it. 

As long as something is processed in your CPU, you could pretend to be the CPU and know every 

instruction this program is executing! 

Now if you’re working with an interpreted program (Or half-interpreted e.g. Java, C#), you will 

need to know that, so instated of wasting your time reading the interpreter machine code you 

could look for tools, or you can write these tools to decode the interpreted language! 

Note: We will talk about this topic in two labs at least       

 

 

https://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://developer.valvesoftware.com/wiki/Server_queries
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Lab Tasks 
 

Task #1: Analyzing a Memory Dump (15 min, 5 min) 
 

In this task, you will need to use the attached file “task1memory.dump”. 

As far as we know this memory dump contains an array of students IDs and names, these IDs 

are stored as an int32, and the names stored as ASCII characters. One of the main things we 

know about our array is that it has this signature “0xA0F01174” as its first 4 bytes, then followed 

by an int32 describe the length of this array, then the data, now please recover our array from 

this memory dump. 

 

Task #2: More with Server Queries Protocol (15 min, 5 min) 
 

Using the previously mentioned server queries protocol, edit the python code to print the 

name, number of players and max players of the server (Don’t forget about the 0x00 

character!). 

Note: To convert a byte or int to a character in python you can write “chr (0x41)”, this should 

print “A”. 

 

Attached Files: 
 

• task1memory.dump  // the memory dump for task #1 

• cs.py     // this file contains the code needed for task #2 

• justazipfile.zip  // file signature exmaple 
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End of Lab #01 


