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Introduction 
 

In this lab, we are going to talk about some popular tools for networks security, but don’t 

expect from me to teach you how we will use these tools, anyone who introduced a tool will 

put at least a simple documentation on how to use his tool, we will learn about these tools for 

the purpose of knowing about it, but we will dig deeper to learn how to create these tools, and 

understand how these tools work. 

 

#1 Wireshark 
 

Anyone who wants to talk about networks security should mention Wireshark, that is not 

because there are no such tools like it (Most of Linux dist comes with TCPDump installed), but 

Wireshark introduced a rich and awesome interface that is available in all OS. 

But one of the biggest mistakes that you will make is using this tools in a wrong way, this tool 

is not for just monitoring your awesome HTTP or HTTPS traffic, you could find a way better 

tools for this tasks (e.g. Burp Suit). 

The Wireshark is a packet analyzing program, so if you know what type of packets you are 

expecting, please use the right tool for it, now in this lab we will use Wireshark in a different 

way, you usually used to capture IP networks packets, but today we are going to capture the 

USB packets, and try to analyze the USB protocol of a game controller. 

 

 

 

Figure 1: In case you don't know what is a game controller. 
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Now the point of doing that, is to analyze the data we’ve got from the game controller, and 

understand how we can analyze an unknown protocol, you can apply this knowledge to a lot of 

things, from this controller to your keyboard, even farther to a SIM card reader (and Wireshark 

support GSM protocols, so you don’t need to analyze that much!). 

Please make sure that you’ve installed USBcap plugin when you installed Wireshark. 

 

 

Figure 2: USBcap Option in the Interfaces 

 

You can always return to the Wireshark documentation to know more: 

https://www.wireshark.org/docs/ 

Summary: Use Wireshark if you want to analyze a protocol that you don’t know what it is. 

 

Notes: 

• When you use Wireshark try to use all the features you need, don’t just go and wander 

between packets. 

• You should always write a filter, and Wireshark has autocompleted feature in its filter 

field. 

• Create custom columns in Wireshark, so you can monitor your packets faster. 

• Use the hex viewer in the Wireshark, but don’t forget about the analyzed packet details 

window. 

 

 

https://www.wireshark.org/docs/
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#2 Back to IP packets! 
 

In this section, we will talk about some tools, you will find very interesting. 

Ettercap: According to the Ettercap official website, Ettercap is a comprehensive suite 

for man in the middle attacks [1], so this tool implements a lot of man in the middle 

attacks and comes with a graphical user interface. 

 

Now take a look at Ettercap features here: 

https://en.wikipedia.org/wiki/Ettercap_(software)#Features 

While we are talking about Ettercap, we should mention the most used man in the middle 

attacks: 

 

ARP Poisoning: ARP means Address Resolution Protocol, this protocol is used to let the data-

link layer know what is the MAC address of an IP, for example, if the switch received an IP 

packet with the IP 192.168.1.4, the switch will ask all the users, the user with that IP should 

send an ARP reply that contains his MAC address, So now the poisoning part, the attacker knows 

the IP address of a host in the network, he could send an ARP reply that contains the attacker 

MAC address, so from now the attacker will receive the packets from the switch! 

To do that in Ettercap: 

1. Click Hosts menu -> Scan for hosts 

2. Click Hosts menu -> Hosts 

3. Add the router IP (e.g. 192.168.1.1) to target 1.  

4. Add the victim IP (e.g. 192.168.1.6) to target 2. 

5. Click Mitm menu -> ARP poisoning. 

This will let you poison the switch, and the victim, If you want to understand more, open the 

manual pages (e.g. man ettercap). 

 

DHCP Spoofing: As our routers have a DHCP list, which gives each MAC addresses an IP on the 

network, when your computer connects to the network your computer will ask for an IP address 

on the network, and the router gives your computer and IP, Now if the attacker reply before 

the router the victim will think that the attacker is the router, and sends all the packets to the 

attackers instead of the real (The attacker could be easily faster than the router if you have 

Switches in the path to the router). 

 

Now if you want to learn about the other attacks in Ettercap, you can read the manual pages, 

or you can just search about it, but if you are just a user, and you don’t want to understand 

this stuff, you can just click on the attack and Ettercap will give you a nice interface to use! 

 

https://en.wikipedia.org/wiki/Ettercap_(software)#Features
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Lab Tasks 
 

Task #1: Analyze these packets! 
 

The story of this task is that we monitored an application for submitting students marks, what 

we know about these packets, that we received packet_1 and packet_3 when the teacher 

browsed the students list, after he browsed the first students list, and submitted the marks we 

captured packet_2, and after he submitted the marks of the second students list we captured 

packet_4, not like the first lab task, this time we don’t know anything about the packets. 

Use any hex editor to browse the backup of these packets, and compare them together to know 

what is the submitted mark for each student! 

Note: If you want to hack something in the real world, you will find a lot of unknown protocols 

around you. 

 

Attached Files: 
 

• Packet_1.bak  // The first received packet. 

• Packet_2.bak   // The packet the program sent when we submitted the marks 

• Packet_3.bak  // The second received packet. 

• Packet_4.bak   // The packet the program sent when we submitted the marks 

 

 

 

 

 

 

 

 

 

 

 

 

End of Lab #03 


