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CHAPTER 3:
Risk Quantification



û Risk quantification is the next step after the
formulation of the problem and the analysis of different
uncertainties that may cause failure (risk
identification).

û Because, by definition, risk analysis is related to
uncertainties, quantification of risks should be based on
methodologies that may take into account uncertainties

û Static reliability analysis is fist considered, when loads 
and resistances are supposed to be constant at a given 
time.
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Introduction 



û The stochastic approach is relatively well established,
fitting of probability laws and analysing the
dependencies between random variables need large
quantities of data which are not always available.

û If load and resistance are assumed to be independent,
direct integration may be applied to quantify risk and
reliability.

û Available data may be used to determine extreme
values and the risk of exceedance, such as the
hydrologic risk.

û Another possibility for quantifying risks is the
formulation of stochastic differential equations.
Monte Carlo simulation is a powerful technique for
numerical representation of the system and
subsequent risk quantification.

-٣

Introduction 



û The stochastic approach is relatively well established,
fitting of probability laws and analysing the
dependencies between random variables need large
quantities of data which are not always available.

û If load and resistance are assumed to be independent,
direct integration may be applied to quantify risk and
reliability.

û Available data may be used to determine extreme
values and the risk of exceedance, such as the
hydrologic risk.

û Another possibility for quantifying risks is the
formulation of stochastic differential equations.
Monte Carlo simulation is a powerful technique for
numerical representation of the system and
subsequent risk quantification.

-٤

Introduction 



û Loads and resistances are considered here to be positive
scalars (not vector), applied on a single component of a
system and are assumed to be time-independent (steady).

û The above approach is generally known as static
reliability analysis

û Let us consider the load or exposure C as a random
variable L. In this case uncertainties associated with the
estimation of L are quantified by means of probabilistic
methods.
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3.1 Stochastic Approach
3.1.1 Direct Evaluation



û Suppose now that both l and r are positive random
variables and that probabilistic methods are utilised to
quantify risk. According to Eq. (2.4), in the general case,
the risk PF may be computed as follows
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L and R 
dependent 



û Let L and R be independent random variables
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-The successive steps for quantifying risk by means of 
Eq. (3.4) are shown in Fig. (3.2).
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û Risk may be considered as a performance index of the 
system, (Chapter 5) where more details about the 
management of risk are given. 

û Other performance variables and performance 
indices of the system are the margin of safety and 
the safety factor.

û Because L and R are random variables, M is also a 
random variable with probability density distribution 
function fM(m). The condition for an incident or failure 
to happen is written as follows: 

M ≤ O          or            R - L ≤ 0
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Margin of Safety
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Margin of Safety
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Example 3.2
Find the risk and the reliability in terms of the safety margin M, if 
we assume that the load L and resistance R are normally 
distributed, i.e.

- If L and R are independent,  then 

the safety margin    (M = R – L)  is also a normal random variable,

-The non-dimensional  variable  (standardized normal distribution)

Sol,

a normal probability density with zero 
mean and unit variance
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The risk may be calculated as:
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= 1-0.805= 0.195
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-a numerical application is given for the case of
river pollution.

- According to the environmental quality standards,
which have been recommended by the
environmental protection agency, there is pollution
in the river when the pollutant concentration C(t)
exceeds a critical concentration C0.

-The permitted risk of exceeding the standards, i.e.
the risk which does not affect the ecosystem, is
supposed to be 10%.

-This means that we should have
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-Another performance index, very well known in 
engineering, is the safety factor Z=R/L, 

-When L and R are random variables, Z is also a 
random variable with probability density distribution 
function fz(z).

-The failure condition is Z<1 and the risk is specified 
by P(Z<l)

The Safety Factor
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3.3Example 

-Find the risk and reliability when L and R are independent, 
log-normal random variables.

-A random variable may also called "variate.“ R and L are 
log-normal variates when their logarithmic transformations

X=ln R              and               Y=lnL

Transformation
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3.1.2 Second-Moment Formulation
qIn most cases the probability distribution
functions of load and resistance are not known
and it is very difficult to obtain complete
information about them without substantial further
effort.
qUsually the available data are scarce and only
estimation can be made about the first and second
moments of the probability distributions.

Standardized Form 
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-The failure condition of the system may be
expressed in terms of a performance index (safety
margin M).

Then we obtain the limit-state 
equation
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(1) the upper part, where
M < 0, represents the failure
state of the system and

(2) the rest of the 
plane indicates safe 
conditions (M> 0).

All points on the straight line correspond to values of R and L for
which the failure or critical condition is valid (failure line).
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The distance d between the origin and the failure 
line is a measure of the reliability of the system. By 
means of analytical geometry we obtain: 

In this case the reliability Re and the risk 
PF  may be computed in terms of the 
distance d as follows: 
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-The second moment method can be generalized when R 
and L are functions of other variables Xi of the system.

-Take for example the case of a dam break due to 
broken of the spillway or to an accidental breach

a function of the width 
b and the elevation z of 
the crest and also the 
water level h
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The safe state 
when g( X) > 0

the failure state  
when g( X) < 0
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Frequency Analysis of Data
-The aim is to quantify extreme values of physical 
variables and associated risks, has been applied 
traditionally in hydrology. 

-The main objective in this case is the definition of the 
hydrologic risk or the evaluation of the probability of 
hydrologic exceedance. 

-Water engineering structures are designed to operate 
for a certain period of time. During this life-time period, 
they should be reliable, i.e. fulfill their purpose and 
withstand the applied loads.
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Frequency Analysis of Data
-water supply system is designed to satisfy the demand for water 
supply over 35 years of operation. 

-This should be the case irrespective of uncertainties related to 
various operating conditions of the system, such as increase of 
population or availability of water supply.

- A flood levee is provided to resist to the largest flood over 50 
years of life-time

To evaluate hydrologic risks, or more
generally risks caused by natural
phenomena, it is important to have
large time series information about
extreme values of loads and
resistances

-time series of maximum 
annual flow rate in a river, 
-maximum annual 
precipitation of a given 
duration 
-maximum daily pollutant 
concentration in a river
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-a time series 
of daily 

observations of 
flow rates 

or 
-pollutant 

concentrations 
in a river over 
several years.

The maximum observed annual values (XI, X2,, . .,X,) over N 
years may be considered to be independent random variables 
and have the same probability distribution function Fx(x).
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the risk of having a
hydrologic failure or
incident and it is easily
computed in terms of the
probability distribution of X.

However, most of the time 
this probability distribution 
is not known and in any 
case it is difficult to be 
estimated.
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Another method has been developed to evaluate
hydrologic risk, which does not make reference to
any specific probability distribution of hydrologic
loads X. This is the method of the return period.

Let T a characteristic time period called interval of
occurrence or return period to be defined as the
number of years until the considered load X equals
or exceeds on average a specified value x only
once.

For example the 50-yr flood is by definition the flood
which may occur on average only once in 50 years.
This does not imply necessarily that the above flood
will occur only after 50 years: it may occur next year
or several times in the next 50 years or not at all for
100 years.
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-Of course, the probability of exceedance of x depends on the
interval of time being considered, but the fundamental result is
that the annual risk of exceedance is equal to 1/T.

For example the probability that the 50-yr flood may be exceeded 
in a given year is 1/50.

-The above result expressed by Eq.(3.28) is the 
consequence of two main assumptions: 
(i) occurrences of random variables X are independent
(ii) the hydrologic events are time invariant.
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-This means that the probability that A may occur k
times in the n future years follows a binomial
distribution law B(n, k, pF), where

The reliability of the system over n-years is the probability that the T-yr 
event is not  exceeded in that period

the risk of the occurrence of xT at least 
once in n years.
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Probability Distribution of Extremes
-By use of the extreme-value theory (Gumbel) has 
shown that in a series of extreme values XI, X2, . . ., 
XN, the probability that X will be less than the T-yr 
value xT is given by:
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Probability Distribution of Extremes

For a given sample of values Xi, X2,.. ., Xn, 
1) first the parameters E(X) and x0 are estimated by 

use of Eqs(3.41) and (3.42) and 
2) then the values of x0, a and xT for a given return 

period T are calculated, as given by (3.40), (3.39) 
and (3.43).
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Analysis of Frequency

- If N observations are given, from which a certain hydrologic 
event is found to be exceeded m times, then the frequency: 

-The return period T may be estimated by use of Eq. (3.36) as 
the inverse of the exceeedance probability, i.e.

- In practice, data may be arranged in descending order, 
starting from the higher maximum annual value. 
- If r is the rank of the event  being considered and N the total 
number of observations, then this event has been exceeded r 
times over N observations. Accordingly the return period T 
should be: 



-٤٩



-٥٠



-٥١



-٥٢



-٥٣

-The maximum height for return 
periods T=5, 10 and 50 years, which 
is useful for the design of hydraulic 
structures, may be estimated from 
Fig. (3.10).
- It is seen that the Gumbel's 
distribution law tends to 
underestimate, at least in this case, 
the rainfall height for a given return 
period.
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-Data on rainfall height given in Tab. (3.4) have been transformed to 
rainfall intensity by means of Eq. (3.46) and the results are presented in 
descending order, in Tab.(3.6).
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- By means of Eq.(3.45), the rainfall intensities in Tab. (3.6) are expressed 
in terms of return period and the results are given in Tab. (3.7).
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-Comparison between the Gumbel distribution, and best fit of data is 
shown in Fig. (3.13) for rainfalls of 15-min and 1-hour duration.
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-The above example may be applied in areas where flooding due to 
intensive precipitation may occur.

-Two different approaches have been developed to protect 
urban areas from storm waters. 

-first is based on the principle that storm water should be kept 
away from the city and be evacuated as quickly as possible 
(dams and reservoirs may be designed upstream of urban 
area to contain the volume of floodwater OR  streams may be 
deviated from urban areas by channels and tunnels, which 
divert stormwater far from the city.

-The second approach provides for storm water to be stored 
in places within the urban area. The volume of water is then 
evacuated slowly by the storm-sewer system of the city. The 
basins are integrated into the activities of the city and can be 
used as gardens, picnic areas, kindergartens, or stadiums 
with sport facilities. 
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- For designing such facilities it is necessary to
estimate rainfall intensities and heights of return
period 20 or 50 years. As has been shown in the
example (3.3), the available rainfall data may be
taken into account in two different ways:

(1) using a statistical analysis to quantify the
maximum intensity of rainfall of a given duration
and return period, and

(2) fitting the data by a probability distribution law of
extremes, such as the Gumbel's distribution.
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-Stochastic modelling
-is a general methodology allowing to introduce
probabilities in order to simulate systems, which are
subject to uncertainties.

- Such systems may be physical hydrological (coastal
areas, rivers, aquifers) or technological engineering
systems, (dams, water distribution systems or wastewater
treatment plants)

-Stochastic modelling aims to quantify uncertainties in 
order to assess the risk, which is associated with the use 
or operation of the system.

-In stochastic modelling for reliability analysis of water
quality, the hydrological and water quality variables or
parameters are considered as random or stochastic.
-- the stochastic approach is compared with the classical 
deterministic engineering modelling method.
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-Deterministic  modelling
-To understand the stochastic approach it is better to be  
compared with the classical deterministic engineering 
modelling method.

-A physical hydrological system may be characterized by a 
set of physical parameters, noted by the vector a={ a1, a2, 
. . ., ak}.

-physical 
parameters

-(a)

-Inputs independent 
variables 

-x={xl, x2, . . .,x,,}.

-output or dependent
variables

- y={yl, y2 . . .,y,,,}.

-According to the deterministic approach, there is a unique relation 
between the deterministic output Yd of the system, the input x and the 
vector of system parameters a.



-٦٢

-Deterministic  modelling
-More precisely Yd is the model conditional deterministic
solution. This solution is subject to two main conditions
-(i) the model assumptions, which may be satisfactory for a
given set of objectives
-(ii) the current state-of-knowledge in the field

--The actual or unconditional or true value y may be written in
the form:

-where Ɛd is the deterministic deviation or error which, as
stated in Chapter 2, paragraph 2.2, is caused by:
-(a) the intrinsic randomness of the system (aleatory
uncertainties)
-(b) the epistemic or man-induced uncertainties
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-Deterministic  modelling
-Epistemic uncertainties include model and parameter 
uncertainties. These are due to:

§model  imperfection and 
§the finitness of data (physical meaning of parameters, 
precision of instruments, 
§human errors in obtaining the value of coefficients a 
§ numerical errors when the relation (3.48) is computed, 
usually by integration of partial differential equations.

-As a typical example, let us consider the flow in a two-
dimensional confined aquifer shown in Fig. (3.14). 

-In this example, the hygrological system is characterized by a 
single parameter, which is the transmissivity T(m2/s).
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-Deterministic  modelling
- Inputs are the pumping and recharge flow rates qp (m3/s/m2) shown 
in Fig. (3.14), and the boundary conditions (values of piezometric 
height   h (m) or its normal derivative dh/dn along parts of the 
boundary S ) 
- The output vector may be composed either by both the groundwater 

flow velocity and the piezometric height h, or by the latter only.
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-Deterministic  modelling
- The deterministic model of the problem, based on a set of 
assumptions and the actual state of knowledge, is composed by the 

Darcy's law and the mass continuity equation. 

-- Analytical solution for the piezometric height at every point M 
inside the aquifer is : 

-This is the deterministic solution of the model, which is a special case 
of Eq. (3.48) having the form:
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-Deterministic  modelling
- If in the above solution the integral is computed
numerically (Boundary Element Method), then the
deterministic solution will contain numerical errors and
also any error related with the estimation of parameter T
(epistemic uncertainties).

- It will also contain errors due to the intrinsic
randomness of the system (spatial variability of the
transmissivity T and uncertainties on inputs).

-The deterministic approach is not able to take into
account these aleatory uncertainties which, can be
handled by the stochastic approach (Fig. 3.15).
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-Stochastic  modelling
- In the stochastic approach the physical parameters of 
the hydrological system A and the inputs X are 
considered to be random or stochastic variables, having 
certain probability distribution functions. 

-By use of physical conservation laws (usually in the 
form of partial differential equations) or with empirical 
statistical analysis of the available data, a model is first 
formulated in order to describe the system. 

-This model, as in the case of a deterministic approach, 
is subject to two main conditions 
-(i) the model assumptions, which may correspond to a 
given set of objectives, and
-(ii) the current state-of-knowledge in the field
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-Stochastic  modelling
- Using this model the objective of the stochastic 
approach is to determine the probability distribution law 
of the dependent variable Y in the form:



-٧٠

-Stochastic  modelling
- Using this model the objective of the stochastic 
approach is to determine the probability distribution law 
of the dependent variable Y in the form:
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-Stochastic  modelling
- Excluding all numerical, experimental and model
structural errors, the deviations Ɛd and ƐS are due only
to the physical uncertainties of the system.

-In this case, it is seen from Eq. (3.51) that the stochastic
approach furnishes a formal procedure for computing ƐS
, because both Y and <Y> may be evaluated.

-Also by use of stochastic techniques, some measures
of ƐS such as the standard deviation or the confidence
interval may be estimated.

-This can be interpreted as an advantage of the
stochastic approach over the deterministic analysis.
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-Stochastic  modelling
-Applying the stochastic approach to the example of
aquifer flow shown in Fig. (3.14), the transmissivity T or
the related hydraulic conductivity K may considered to
follow a log-normal probability density distribution in the
form:

-If the inputs may be considered as deterministic or random
variables, because of the stochastic character of the parameter
K, the output variable h should have a probability distribution
function. If this is evaluated in form of Eq. (3.50), then the
aleatory uncertainties due to the random variation of aquifer
parameter should be evaluated.
-The state-of –knowledge stochastic modelling of aquifer flow
includes multivariate normal distributions and exponential
correlation function for the hydraulic conductivity random field.
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-Stochastic  modelling
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-Stochastic  modelling

-One important question in the stochastic
modelling of hydrological systems is the change in
the spatial heterogeneity scales . (Furthermore,
various methods and tools have been extensively
used in the past for stochastic simulation, such as:

-Time series analysis, filtering, krigging
- Stochastic differential equations
- Spectral analysis
- Taylor series and perturbation analysis
- Monte-Carlo simulation
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-Monte Carlo Simulation
-This is a general simulation technique which may be 
applied when some random variables are related with 
deterministic functional relationships. 

-In the Monte Carlo method several possible realisations 
of a random variable would be produced, from which the 
statistical properties of the variable, such as mean value 
and variance, are obtained. 

-The main point of the technique is to generate samples 
having a prescribed probability distribution functions.
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-Monte Carlo Simulation
-For reliability computations, the Monte Carlo simulation 
technique proceeds in three steps:
-(1) generation of synthetic samples of random numbers, 
following specified probability distributions. This may be 
done for input variables, loads and resistances

-(2) simulation of the system by means of a model, where 
values of generated random variables are taken into 
account

-(3) reliability assessment of the system by counting the 
number of satisfactory realisations over the total number 
of realisations. Thus, the probability of success, or the 
system reliability, may be estimated.
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-Monte Carlo Simulation
-The Monte Carlo simulation technique is a powerful tool,
capable of representing complex systems with a non-
linear structure.

-It is equivalent to the experimental methodology, in
which testing of a system is performed by repetition of
experiments.

-Therefore, the Monte Carlo simulation technique suffers
from some drawbacks as any experimental method: lack
of insight in the structure of the system and difficulty in
making synthesis of the results.

- Also, for complex systems, a considerable amount of
computing may be necessary and sometimes
inconsistent result could be obtained because of
sampling variabilities.
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-Assignment  3 
1. The demand for urban drinking water and the supply

for drinking water are variable and follow probability
distribution with mean values and standard deviation
given by the following table:

-
- Calculate the risk and the reliability of the water

supply system assuming that both variables follow
- a.1) normal distribution
- a.2) log-normal distribution

Standard 
Deviation 

Mean Value Variable 

13Demand

0.755Supply
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-Assignment  3 
-2. A groundwater quality monitoring wells recorded the 
annual  maximum pollution concentration (NO3)  in Gaza 
is given in the following table:  

-compute :
-(2.1) the risk of pollution in a single year
-(2.2) the return period in years
-(2.3) the risk of pollution in the 5 next years
-(2.4) the risk of pollution for the first time on the fifth year after 
starting measuring
-(2.5) the risk of having exactly one exceedance in 5 years
-(2.6) compare between the Gumbel distribution and best fit 
disrbution?  

١٩٧٩١٩٧٨١٩٧٧١٩٧٦١٩٧٥١٩٧٤١٩٧٣١٩٧٢١٩٧١١٩٧٠

185147432321345435189179234180

١٩٨٩١٩٨٨١٩٨٧١٩٨٦١٩٨٥١٩٨٤١٩٨٣١٩٨٢١٩٨١١٩٨٠

175167225322307305152139254147
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-Assignment  3 
-3. In your words compare between stochastic and 
deterministic modeling? 


